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1. Introduction 

Future smart mobility & tourism solutions will involve dynamic chaining and cooperation of a 
large number of services and businesses enabled by the Future Internet. User experience 
will be enhanced in a number of tasks: from the selection, planning and adaptation of the 
most suitable transport and mobility solutions to personalised combination of touristic service 
offerings, continuous context-aware collection and effective filtering of information, facilitated 
access to public services of various types, integrated e-booking and e-ticketing, social media 
sharing and interactions and more.  

Smart Mobility and Tourism is one of the two scenarios that are used to test the 
CHOReVOLUTION platform. 

This document outlines the use cases and requirements of the Smart Mobility and Tourism 
scenario and depicts the main services and functionalities and their possible interaction. 

Tourists have quite heterogeneous and complex needs, as the way they exploit cultural 
resources greatly varies depending on their age/habits. As tourism is increasing, there is a 
growing need for smart services that help tourists reaching their goals and always get the 
best from their travel experience. 

Tourists usually: 

- Have partial/limited information about the area they want to visit/discover 

- Do not know the local language and local culture 

- Do not know how to move in a foreign urban area. They have limited or maybe 
outdated information regarding the local public transportation service. 

- Can have time constraints (have 1 day to visit a city) 

- Are “guided by pleasure” and the experience they live can be dramatically harmed by 
external factors (for example bad weather conditions) 

- Want to share their travel experience with friends/relatives. 

For all these reasons, services dedicated to tourists are quite challenging and different with 
respect to “normal” mobility services, nevertheless can have great impact in the life of big 
tourist places. 

As a result of the use case and choreographies definition process, several services have 
been identified. A few of them used by the SMT application (STAP) will be provided by the 
public administration in Genoa and freely available, while the others will be developed by 
Softeco and hosted in the Chorevolution cloud. 

 

The rest of the deliverable is organized as follows: Chapter 2 outlines the Smart Mobility and 
Tourism scenario. Chapter 3 contains the description of the available data sources. In 
Chapter 4 the application is introduced. The functional and non-functional requirements of 
the application are presented in Chapter 5 and the choreographies to realize the application 
are presented in Chapter 6. Finally, an introduction to the security analysis of the application 
is presented in Chapter 7. 

 



 

CHOReVOLUTION  7 
Grant agreement no: 644178  

2. Smart Mobility and Tourism (SMT) 

2.1. Motivation 

The Internet has dramatically changed the way people move around, both citizen/workers 
and tourists. While the use of mobility services for citizens is quite common (especially traffic 
information services/public transport information services), services dedicated to tourists still 
have to become a common practice. Anyhow the steady growth of mobility services brings 
the issue of how to exploit them at best and how to relate them to each other to compose 
smart mobility solutions. 

Key issues to solve while dealing with services provided by different providers are: how to 
deal with the wide range of technologies/methodologies to access the data; and how to 
normalize data that come from different providers belonging to the same domain (example: 
different weather forecast services).  

We adopt a solution developed in-house by the Softeco partner, called e-miXer, which aims 
at dealing with these issues. 

e-miXer (Mobility Information eXchange Environment for Real-time services) is a highly 
customisable and platform-independent suite of components that enables the integration and 
processing of different and heterogeneous data sources in the domain of traffic and mobility. 

The following picture identifies the main services the SMT application will interact with and 
the boundaries of the SMT use case: 

 

 
Figure 1 Application boundary and external services 
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2.2. The state of art 

This chapter gives a brief overview of the state of the art in some technology sectors closely 
related with the smart mobility domain (such as technologies for multi-channel information 
distribution while travelling), while chapter 3 will provide a brief overview of the (mobility or 
other related) services that can be found in the city of Genoa (testbed of the SMT scenario). 

 

2.2.1. Technologies for data acquisition and integration 

In the traffic monitoring and mobility domains the most common solutions are: 

TMS (Traffic Management System): the goal is to predict the traffic conditions on the road 
network. TMS systems play a key role in ITS solutions. 

NMS (Network Management System): monitoring of the condition of the road network 

AVM (Automatic Vehicle Monitor), AVL (Automatic Vehicle Location): components of AVM 
systems, they track the position and status of vehicles and control fleets. 

ATIS (Automatic Terminal Information Service): solutions to provide dynamic information to 
users. In this category fall for example the navigation systems present on board. Generally 
speaking, any system that can influence the choice of a user along her journey is an ATIS. 

ATDM (Automatic Terminal Travel Demand Management): all systems related to ticketing 
and access control. The presence of ATDM systems and solutions can influence the mobility 
choices. 

ADAS (Advanced Driver Assistance Systems): they usually cover (active and passive) safety 
of drivers and their comfort. 

 

2.2.2. Communication technologies useful for geo-located applications 

Along with traditional mobile communication technologies and protocols, recent technologies 
based on proximity sensing enable the provision of added value services based on accurate 
geo-location of the user. Among others, there are 2 technologies relevant for the 
implementation of the SMT scenario: NFC and BLE/iBeacon. 

NFC (Near Field Communication) is based on short-range radio-frequency identification and 
can enable smart payment or smart access control and chip-based-authentication scenarios.  

BLE (Bluetooth Low Energy - http://www.bluetooth.com/Pages/low-energy-tech-info.aspx) 
has been designed by the Bluetooth Special Interest Group and commercialised with the 
label Bluetooth Smart (and with the iBeacon label on Apple products). With respect to classic 
Bluetooth technology, BLE heavily reduces the power consumption while keeping the 
working range acceptable for most of the location-based scenarios. 

NFC vs BLE 

The following table lists the main parameters and characteristics of the two technologies, 
easing their comparison: 

 

Technical Specification Near Field Communication Bluetooth Low Energy 

RFID compatible ISO 18000-3 Active 

http://www.bluetooth.com/Pages/low-energy-tech-info.aspx
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Standardisation body ISO/IEC Bluetooth SIG 

Network Standard ISO 13157 etc. IEEE 802.15.1 

Distance/Range (theoretical 
max.) 

< 0.04 m <100 mt (class 1), ~10 mt 
(class 2), ~1 mt (class 3) 

Over the air data rate 0.424 Mbit/s 1 Mbit/s 

Application throughput 100 kbit/s 270 kbit/s 

Frequency 13.56 MHz 2.4 – 2.5 GHz 

Security No encryption in protocol, the 
very short distance coverage 
prevents eavesdropping 

128-bit AES with Counter 
Mode CBC-MAC and 
application layer user defined  

Robustness No adaptation 
Adaptive frequency hopping, 
Lazy Acknowledgement, 24-
bit CRC, 32-bit Message 
Integrity Check  

Set-up time (Latency time to 
setup)  

<0.1 s 
< 0.006 s 

Network topology Point-to-Point  Scatternet /WPAN  

Power consumption NFC TAG is passive (=0)  
NFC reader 0.01 to 0.5 W  

0.01 to 0.5 W (depending on 
use case)  

Peak current consumption < 15 mA (read)  < 15 mA (read and transmit)  

Service discovery No Yes 

Tag requires power No Yes 

Cost of tag ($) 10c 5$ 

Cryptography Not with RFID Available 

Primary use cases Mobile Payments, Loyalty 
cards, home & Industrial 
automation, parking / road 
toll collection, etc.  
 

Mobile phones, gaming, PCs, 
watches, sports and fitness, 
healthcare, security & 
proximity, automotive, home 
electronics, automation, 
industrial, etc.  
 

Softeco is planning to use these technologies (especially BLE) as a way to interact with 
tourists. However, the scenarios depicted in the first release of this deliverable do not yet 
take into consideration these technologies. 
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3. Data sources 

The SMT application to be effective needs data from several providers. Some providers have 
already set up APIs and web services for an easy and free access to their data. In this case 
the data is usually well structured.  

Other data sources (e.g. Social Networks) are characterized by very high data volumes and, 
above all, are not structured. This means that the techniques applied for data analysis are 
quite different between the two types of data sources. 

Some more data can be retrieved by web sites and by using online forms; in that case, APIs 
are not available without a direct involvement of the owners.  

The following paragraphs briefly introduce the main data sources. 

 

3.1. The Regione Liguria Route Planner 

Our region provides a web portal to access a regional route planner. 

The web URL is www.orariotrasporti.regione.liguria.it and the following is a picture of a 
journey planned by the service: 

 

 
Figure 2 Web route planner 

http://www.orariotrasporti.regione.liguria.it/
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Some data available on this site can be retrieved also by using e-miXer (see 4.2.3). 

3.2. Local authorities web sites  

Next paragraphs show some local authorities web sites. Data can be also retrieved by using 
their provided apps, not only by web access, but providers do not offer any API without an 
agreement. 

Also in this case most of the required data are accessible by using e-miXer (see 4.2.3). 

 

3.2.1. Mobilitypoint.it 

The root point for any service related with local and regional mobility. Provides news on 
current status of traffic and mobility for the town of Genoa. 

 

3.2.2. Visitgenoa.it 

The main web site of tourist information for the area of Genoa. 

 

3.2.3. Amt.genova.it 

Web site of the local public transport agency. It provides a trip planner service. 

 

3.2.4. Genovaparcheggi.it 

This web site lists all the available car park areas. 

 

3.3. Other web sites 

The next paragraphs introduce some web sites that could be used to retrieve data and that 
also expose APIs for their web services. 

 

3.3.1. Weather underground 

The service Weather Underground (http://www.wunderground.com/) provides APIs that can 
be used to query for weather forecasts in a given location (city). 

 

3.3.2. Waze.com 

Waze is the world's largest community-based traffic and navigation app. It provides reliable 
information (gathering feedbacks from users) related to the status of road traffic. It is not 
clear if they provide public and free APIs, this will be further investigated in the next project 
phases. 

 

 

 

 

 

http://www.wunderground.com/
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3.3.3. Netatmo 

The service Netatmo (https://www.netatmo.com/) provides APIs to query “personal” weather 
stations hosted by netatmo community users and shared among the netatmo community. 
The following picture depicts a snapshot of temperature readings from some of the stations 
found in Genoa: 

 
Figure 3 Netatmo 

 

 

3.3.4. OpenStreetMap/GoogleMap 

OpenStreetMap (https://www.openstreetmap.org) is the most popular open source map 
server. It also provides a query form to look for points of interests, see Figure 4. We will use 
it as the default GIS platform; we will additionally use Google maps there where OSM lacks 
data. 

 
Figure 4 OSM query form 

https://www.netatmo.com/
https://www.openstreetmap.org/
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4. Smart Mobility and Tourism (SMT) scenario 

 

4.1. Application description 

The aim of the application is to provide added value services to tourists and citizens for a 
greater exploitation of the public transport services and (for tourists) enhancement of their 
visiting experience. Basically the STAP application will solve some of the common issues 
that foreign tourists find while travelling different cities, as for example how to spend their 
time at best while visiting different tourist sites, minimizing the time spent while traveling from 
one site to the next or the time to find a good place where to eat or, finally, to hear, hopefully 
localized in their language, the description of a tourist site while visiting it. 

To accomplish all these duties the STAP application will gather data from different services 
and will need to combine them at best in order to get the most from them. 

 

4.2. Actor identification 

The main actors of the SMT mobile application will be tourists and citizens. Other actors are 
of course represented by the different data and network providers. 

4.2.1. People 

Application users are mainly tourists; they usually plan a journey using private and public 
transport, look for parking, visit museums or attend public events.  Moreover they often use 
their MIDs (Mobile Internet Devices) to look for information, to book events or to buy tickets.  

A tourist can plan her journey and be helped in case of troubles or unexpected events such 
as a weather change or long time to wait for a museum entrance; she can be advised to use 
public transport, or to park her car, or just to visit some specific place because she is nearby. 

Application users can be also citizens, e.g., workers that need to arrange their daily 
movements relying on public or private transport. They need to estimate their travel time and 
be ready to change their plan in case of accidents, traffic congestion, or fully booked car 
parking.  Such planning helps them, e.g., to save money – less consumed fuel –, to have 
more free time – the sooner they arrive at work the sooner they could finish –, and also to do 
some shopping using their new spare time. 

4.2.2. Things 

The STAP application envisage the integration of the following things: 

 The tourist MID (Mobile Internet Device): the device needs to be equipped with basic 
services like internet access, GPS positioning sensor, BLE device and should be able 
to run a responsive application (either native or web based) 

 Tourist kiosks (tourist totems) positioned in key tourist sites: these kiosks should be 
autonomous and be able to feed the MID devices of the tourists located in a short 
range with multimedia information related to the site. 
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4.2.3. e-miXer services 

e-miXer (see Figure 5) is a multi-channel platform that is able to acquire information from 
different area mobility management, control and supervision systems and to aggregate and 
evenly distribute the data through various communication channels, facilitating users’ fruition. 

 
Figure 5  eMIXER architecture 
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Figure 6 depicts the services exposed by the e-miXer platform that can be used by the STAP 
application.  

 

 

 
Figure 6 Services available through e-miXer 

 

The next table provides a brief description of these services: 

Service Description 

JourneyPlanner Given a start and end position computes the best route taking into 
consideration different modalities. Provides up to three different 
routes ordered by increasing estimated arrival time (ETA). 

ParkingInformation Provides a list of all the parking areas in a range from a given 
position. Given the parking id provides parking profile . 

TrafficInformation Provide a list of scheduled traffic information text that are currently (or 
will be shortly) displayed on the different traffic displays. 

POI Given a range from a location, provides a list of Point of Interest 
sorted by type (including tourist places). 

News Provides a list of mobility news broadcasted by the city public 
transportation office 

PublicTransport Provide the schedule for all the lines and routes of the public 
transport service. 

Media Allow to grab a snapshot from the different purveyance cameras 
spread in the city. 

 

 

4.2.4. Other mobility services 

In order to implement all tasks performed by the SMT scenario, other services are needed and 
will be designed and implemented for the project. This is a first (and probably not exhaustive) list 
of services not yet publicly available for the city of Genoa: 
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Trip Planner Service 

The Trip Planner Service will compute the best route that, taking into consideration different 
transport modalities, time constraints and user preferences, lets the user tour through 
several POIs. The app will try to minimize the time spent while traveling from one POI to the 
next, increasing the remaining visiting time. 

 

Tourist Agent Service 

This service will take care of all the interactions with a STAP application instance. Its main 
goal is to keep the tourist “engaged” with the system. A tourist agent will be dynamically 
spawned by the system at each new tourist STAP activation and will follow all the tourist 
activities. 

 

Tourist Broker Service 

This service manages the Tourist Agent instances and is in charge to activate a new Tourist 
Agent for each new MID that connects with the STAP application. It handles the Tourist 
Agent life time. 

 

Tourist Information Service 

This is a central service that holds all the profiles of the tourists. No sensible data is anyhow 
recorded at any time, all data are linked with a one-way hash key obtained from the mobile 
device, so all profiles are uniquely identifiable but by no means can the tourist be identified. 

 

Trip Tracker Service 

This service tries to follow the mobile device of the tourist in order to guide the tourist. 
Tracking data are stored only for the time sufficient to compute direction and ensure the 
tourist is following the right route to destination, all data are thrashed once the tourist is 
arrived to his/her final destination. 

 

Totem Service 

Totems (kiosks) will be used as proximity sensors in order to provide detailed and localized 
information to tourists. Each kiosk will expose a totem service, used by end user applications 
to configure the totem. 

 

Weather Service 

This service collects main weather data (temperature, pressure, humidity) and weather 
forecasts for configured locations. It basically integrates and normalize data coming from 
different weather services, mainly WeatherUnderground and Netatmo. Both these services 
provides API for an easy data retrieval, but netatmo, being a network of “personal weather 
stations”, could be more accurate if the configured locations are covered by the distributed 
weather stations. 
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4.2.5. Weather services 

Weather plays an important role in planning tourism activities and managing tourists. SMT 
will use weather data coming from different weather sensor stations spread over the city and 
available through the POI service. Moreover, SMT will use other weather services available 
on the Internet (e.g. wunderground.com and netatmo.com) as weather data sources. 

 

4.3. Smart Mobility and Tourism Scenarios specification 

This chapter shows different scenarios in which the involved users can benefit from the SMT 
application. 

The scenarios covers some of the activities typically performed by a tourist while visiting a 
city: 

- Profiling his/her preferences 

- Scheduling a visit of interesting places 

- Finding where to eat 

- Learning and interacting with location-based multimedia artifacts while visiting a 
tourist site 

 

The following diagram depicts the main scenarios and their relationship: 

 

 

 

4.3.1. Profiling a visit 

This is the starting scenario. The visitor activates the STAP application from his/her mobile 
device. A unique Tourist Agent (TA) is activated and assigned to the mobile device. All 
information useful for a fruitful visiting experience is fetched from the TA. 
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4.3.2. Visit a list of POIs 

In this scenario, a tourist wants to visit a certain number of points of interest, within a given 
time, starting from her current location. To achieve that she can choose how she wants to 
move. Once profiled and engaged with a TA, the tourist can schedule his/her visit to 
interesting tourist sites. The TA connected with his/her device fetch a list of POIs of potential 
interest for the visitor and submit the list to the visitor for validation. The tourist can decide 
about his/her preferred transport modalities, the STAP application will request a best route 
that match all given constraints (maximum time for visiting, preferred modalities, mobility 
constraints,…). Once the tourist decide to start his/her visit from his/her current location, his 
position is tracked by the STAP application. 

 

4.3.3. Find a restaurant 

After a while the tourist decides that it is time to eat. He/she does not know where to go but 
he/she knows which kind of food prefer. The STAP application collects tourist preferences 
and get a list of POIs of type restaurant that match the tourist preferences. Once the tourist 
choose the best place to eat, the STAP application can try to reserve a seat for the tourist 
and finds the best route to go to the restaurant. 

 

4.3.4. React to external events 

While tracking the tourist on his/her move, the STAP application can react to external events 
(like new tourist events scheduled or a car accident on the tourist route), alert the tourist and 
ask for a re-planning of his/her journey. 

 

4.3.5. Connect to tourist totem and browse location-based multimedia 
information 

Tourist kiosks can be placed in correspondence of key tourist sites. The kiosks are 
autonomous and remotely configured to interact with tourists in a close range distance (in 
the order of tens of meters). Based on tourist preferences (language, multimedia support,…) 
the kiosk sends the best media information to the tourist to browse. 
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5. Requirement Analysis 

In this chapter, the requirements are presented. Requirements are described into tables, one 
per requirement, and table fields are explained into Section 5.1. 

5.1. Parameters of the requirement tables 

The following fields are used into requirement table to describe the requirements: 

 ID: a unique identifier for the requirement, it combines the name, a capital letters 
string, the type, e.g. F or NF standing for functional or non functional, respectively, 
and the number of the requirement. The name refers to the abbreviation of the 
module or the component name it belongs to. For example, STA-F-01 uniquely 
identifies the functional requirement number 1 regarding the Smart mobility and 
Tourism Application. 

 Priority: the importance of the requirement, according to the priorities defined into 
Section 5.1.1. 

 Source: the origin of the given requirement. 

 Version: the requirement version, Starting from 1.0 it indicates the evolution of the 
requirement. 

 Verification: method to be adopted to verify the requirement as described into 
Section 5.1.3. 

 Ownership: WPs and/or Tasks responsible for the given requirement (e.g. tracking, 
realization, etc.). 

 Description: requirement explanation (see Section 5.1.2). 

 Comment: additional and relevant information of the requirement (e.g. explanations, 
general comments, etc.). 

 Rationale: this field states why the requirement has been specified, e.g. why it is 
needed. 

 Assessment: describes how the requirement should be verified e.g. following the 
methodology specified into the Verification field (see Section 5.1.3). 

 

5.1.1. Priority field 

The priority field of a requirement determines to what extent a given requirement should be 
fulfilled in the final release. The available requirement priority levels are: 

 VERY LOW: cover this requirement if there is enough available time before the end of 
the project. 

 LOW: not required, but nice to have it by the end of the project. 

 MEDIUM: important to be delivered by the end of the project. 

 HIGH: essential to be delivered by the end of the project. 

 VERY HIGH: fundamental requirement and must be delivered by the end of the 
project. 
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5.1.2. Description field 

The description field makes use of keywords like “MUST”, “MUST NOT”, “SHOULD”, 
“SHOULD NOT” and “MAY” with the following meaning: 

 MUST: (or REQUIRED, or SHALL) the definition is an absolute requirement of the 
specification. 

 MUST NOT: (or SHALL NOT) the definition is an absolute prohibition of the 
specification. 

 SHOULD: (or RECOMMENDED) there may exist valid reasons to ignore this 
requirement, but the full implications must be understood and carefully weighted 
before choosing a different course. 

 SHOULD NOT: (or NOT RECOMMENDED) there may exist valid reasons to 
implement this requirement, but the full implications must be understood and carefully 
weighted before implementing any behavior described with this label. 

 MAY: (or OPTIONAL) truly optional requirement. 

 

5.1.3. Verification field 

There are four methodologies considered valid to verify a requirement, e.g.: 

 Inspection (I): visual verification to determine if the system meets a requirement. 

 Analysis (A): verification through the analytical evidences obtained by calculation, 
e.g. modeling, simulation, etc. 

 Demonstration (D): verification of operational characteristics by observation. 

 Test (T): verification characteristic that are measurable and reachable.  

 

5.2. Functional requirements 

Next functional requirements pertain the Smart Mobility and Tourist application. 

 
 

ID STA-F-01 Priority VERY HIGH 

Source SMT Version 1 

Verification I Ownership WP5, T5.2, T5.3 

Description STAP application shall be a smart phone application. 

Comment Smart phones provide the most viable environment for SEADA. This 
functional requirement relates to all defined use cases. 

Rationale STAP needs to be used into a portable device that can provide basic 
services, e.g. location, Internet access, and HMI.  

Assessment STAP runs on a smart phone. 
 

ID STA-F-02 Priority MEDIUM 

Source STAP Version 1 

Verification T Ownership WP5, T5.2, T5.3 
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Description STAP should have multi-language support. 

Comment STAP should be at least customized for Italian and English.  

Rationale User needs to understand what the application shows, so a proper 
language should be used. 

Assessment Change the language settings.  
 

ID STA-F-03 Priority VERY HIGH 

Source STAP Version 1 

Verification T Ownership WP5, T5.2, T5.3 

Description STAP shall be able to access GPS coordinates provided by the mobile 
device. 

Comment Positioning provides geographical coordinates. The coordinates are 
used by various functionalities of SMT applications.  

Rationale Mobile needs accurate GPS coordinates to locate the user, to plan the 
route, to deal with location based events, etc. 

Assessment Checking the correctness of the output GPS coordinates.  
 

ID STA-F-04 Priority VERY HIGH 

Source STAP Version 1 

Verification T Ownership WP5, T5.2, T5.3 

Description STAP shall be able to access internet through the mobile device. 

Comment Internet access such as through WiFi, 3G, LTE provide data connection 
for the mobile to access cloud services, etc. 

Rationale STAP needs Internet access to send and receive information from the 
cloud system, for providing position, to require tickets and so on. 

Assessment Follow wireless connection testing procedures. 
 

ID STA-F-05 Priority VERY HIGH 

Source STAP Version 1 

Verification T Ownership WP5, T5.2, T5.3 

Description STAP shall be able to access to Bluetooth through the mobile device. 

Comment The mobile device shall be able to connect to some external BLE 
devices to exchange information. 

Rationale STAP needs to access to some services provided by some kiosk via 
BLE to exchange some information, such as tourist information for 
instance. 

Assessment Follow Bluetooth connection testing procedures. 
 

ID STA-F-06 Priority VERY HIGH 

Source STAP Version 1 

Verification T Ownership WP5, T5.2, T5.3 
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Description STAP shall be able to notify the user through e.g. on-screen display or 
via voice. 

Comment Warning and voice reminder are common within human machine 
interaction. 

Rationale For relevant events, STAP sends information, warnings and reminders 
to the user through HMI services. 

 

ID STA-F-07 Priority VERY HIGH 

Source STAP Version 1 

Verification T Ownership WP5, T5.2, T5.3 

Description STAP shall be able to provide routes according to the origin and 
destination information.  

Comment Route planner will be at the cloud side. Origin information may be from 
user input or from the mobile localization. 

Rationale Given any origin and destination, STAP can provide potential travel 
routes. 

Assessment Testing with an input of origin and destination. 
 

ID STA-F-08 Priority VERY HIGH 

Source STAP Version 1 

Verification I,T Ownership WP5, T5.2, T5.3 

Description STAP shall be able to access digital maps. 

Comment Digital map is required for navigation or showing points of interest 
position. It may be provided through e.g. Google map, Openstreet map. 

Rationale STAP functionalities need to access digital maps.  

Assessment Checking the availability of maps and testing the correctness.  
 

ID STA-F-09 Priority VERY HIGH 

Source STAP Version 1 

Verification I,T Ownership WP5, T5.2, T5.3 

Description STAP shall be able to track the user according to the current route 
planned. by screen and voice guidance.  

Comment On mobile screen display the route is shown, direction, etc., while a 
voice guidance allows the user to reach the destination without looking 
at the mobile.  

Rationale STAP provides navigation information through HMI services. It may be 
provided by Openstreet map or Google map APIs. 

Assessment Testing the visual effects and correctness of user tracking. 
 

ID STA-F-10 Priority VERY LOW 

Source STAP Version 1 
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Verification I,T Ownership WP5, T5.2, T5.3 

Description STAP may provide a way to get feedbacks from users.  

Comment The user could be able to send feedbacks about the usage of the 
application. 

Rationale The application will ask for feedbacks on a regular basis. Feedbacks 
need to be collected and analysed. 

Assessment Testing if any feedback are asked.  
 

ID STA-F-11 Priority VERY HIGH 

Source STAP Version 1 

Verification T Ownership WP5, T5.2, T5.3 

Description STAP shall be able to access all available traffic services.  

Comment Congestion, accidents, close streets, etc. must be accessible.  

Rationale All route planning functionalities need traffic services and data. STAP 
needs the data to perform various tasks, e.g. route planning, accident 
warning, etc. 

Assessment Testing the accessibility and correctness of the traffic services 
according to the service specification.  

 

ID STA-F-12 Priority VERY HIGH 

Source STAP Version 1 

Verification T Ownership WP5, T5.2, T5.3 

Description STAP shall provide a way to search for points of interests.  

Comment - 

Rationale A tourist wants to know which are the points of interest near her 
position. 

Assessment Testing the query form to find points of interests.  

 

 

5.3. Non-functional requirements 

5.3.1. SMT application non functional requirements 

Next non functional requirements pertain the Smart Mobility and Tourist application. 

 
 

ID STA-N-01 Priority HIGH 

Source STAP Version 1 

Verification I, T Ownership WP5, T5.2, T5.3 

Description STAP should provide up to date information. 

Comment Via the HMI users will receive information SMT system and application 
should grant that what is provided is also valid and relevant. 
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5.3.2. SMT services non functional requirements 

Next are related SMT services. 

 

 

 

Rationale By continuously presenting information, such as calendar events, traffic 
information, etc., the application always provides the latest and most 
relevant information and thus minimizing the risk of presenting outdated 
information.    

Assessment Verifying the visual effects.  

 

ID STS-N-01 Priority HIGH 

Source SMT Version 1 

Verification T Ownership WP5, T5.2, T5.3 

Description SMT services should manage events preserving the order. 

Comment Events are spontaneous and random, they should be managed in the 
right incoming time order. 

Rationale Events are shown on HMI or they are used by services to take decision, 
such as a route planner change, so they need to be manage in the right 
order.    

Assessment Verifying the correct order management of the events.  
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6. Choreography specification 

This chapter presents the choreographies expressed following the BPMN2 notation. 

For the purpose of this deliverable, the choreographies are specified at a high level of 
abstraction and will be refined, possibly extended, and concretized in next WP5 deliverables 
as more technical details will be defined. 

 

6.1. Tourist profiling choreography 

The choreography in Figure 7 depicts the flows of tasks that are activated and the involved 
participants. At activation time the STAP application interacts with the Tourist Broker which 
assigns a valid Tourist Agent to the MID where the STAP application client is running. The 
Tourist Agent collects all the information that could be useful to perform the subsequent 
tasks. Once connected with a Tourist Agent, the STAP client will interact with it. 
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Figure 7 Tourist profiling choreography 
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6.2. POI visiting choreography 

Figure 8 depicts all the participants and tasks involved in the process of a tourist that wants 
to visit a list of interesting sites optimizing his/her time while travelling from one place to the 
next. The TA interacts basically with the journey planner service to compute the best route 
from one site to the next and tries to find the best visiting order in order to minimize the effort 
of the traveling. It eventually interacts with the transport services if the tourist selects the 
public transportation modality and the transport service provides a way to buy tickets. 
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Figure 8: POI visiting choreography 
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6.3. Find a restaurant choreography 

 

Figure 9 depicts participants and tasks involved in the scenario of the tourist that needs to 
find a place where to eat. 

 

Given the tourist current location and profile, the TA interacts with the POI service asking for 
the list of restaurants in the nearby. Once the restaurant is found the TA computes the best 
route to reach the restaurant and look for a service to book a seat at the restaurant for the 
tourist. 
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Figure 9: find a restaurant choreography 
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6.4. External Events choreography 

 

Figure 10 depicts how the STAP application can react to selected events while following a 
tourist along his/her journey. Currently the envisaged events taken into consideration are 
modifications to traffic/road conditions, tourist position changes and new tourist events 
scheduled. When a re-planning is needed due to mutated traffic conditions or the tourist 
being off-track, a re-planning is computed and the new route is sent to the tourist MID. 
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Figure 10: external events choreography 
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6.5. Interaction with a tourist kiosk choreography 

 

Figure 11 depicts the choreography of the interaction between a tourist MID (with the STAP 
application client running on top and BLE connection activated) and a tourist kiosk in the 
nearby. Once the MID comes in the range of the kiosk it gets connected with it. The kiosk 
asks for tourist preferences (mainly MID locale and device capabilities). It then sends to the 
MID multimedia artefacts in the most suitable format. 
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Figure 11: interaction with a Tourist Kiosk 
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7. Security analysis 

In order to define security requirements, a threat analysis was conducted in order to 
summarize the main threats and to identify the security requirements to be taken into 
account by the use case. 

Only the specific part developed by the use case is analyzed here. The threat analysis of 
external services (for example, the data provided by Genova public administration) is not 
done because the information is not available and it is not in the scope of 
CHOReVOLUTION. For the CHOReVOLUTION platform, the specific threat analysis is 
presented in D6.1. 

7.1. Threats Analysis 

7.1.1. Method description 
In order to identify threats towards the Use Case, we have used the Microsoft Security 
Development Lifecycle (SDL) threat modelling approach, commonly referred to as STRIDE1. 
STRIDE is an acronym for Spoofing, Tampering, Repudiation, Information Disclosure, Denial 
of Service, and Elevation of Privilege, which constitute the main threats to computer 
systems. The threats have been derived from the corresponding primary security attributes. 
STRIDE is a classification scheme for characterizing known threats according to the kinds of 
exploit that are used (or motivation of the attacker).  

The same approach is also applied to the other CHOReVOLUTION Use Case (see D4.1) 
and to the CHOReVOLUTION platform (see D6.1) to identify the main threats. 

The different steps that have been followed are: 

 Draw a data flow overview with data stores, flow, boundary, processes and 
users/interactors. 

 Identify, for each of these components, the relevant threat types to be considered. 

For these 2 steps, Microsoft Threat Modeling Tool 2014 was used.  

 

7.1.2. Security threats 

Data flow overview 

Based on Figure 12, the following schema was drawn. This schema is not yet complete 
because the design of the use case is not finished. So, this schema is still quite generic and 
shows the main kinds of interaction defined at this step. 

 

                                            
 
1 STRIDE - Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege 

http://msdn.microsoft.com/en-us/magazine/cc163519.aspx  

http://msdn.microsoft.com/en-us/magazine/cc163519.aspx
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Figure 12 Flow diagram for SMT scenario 

 

Data stores: 

The data flow diagram contains three stores, which are devices: 

1. Tourist kiosks: these kiosks being able to feed the MID devices of the tourists 
located in a short range with multimedia information related to the site. 

2. Mobile device – STAP client application: it contains the application developed in 
the context of the use case for the end user (the Genoa tourist) and is deployed on 
a common device like a smartphone. 

 
Flows: 
The data flow diagram contains three primary flows: 

1. Http flows: A part of external actors use the http protocol to exchange information 
through web services or with web applications. 

2. Https flows: In some cases, external actors require employment of the https protocol 
in order to protect confidential data. 

3. Human usage: This flow is about the human interaction between the end user (Genoa 
tourist) and an application running on her smartphone for example. 

 
Processes: 

In the perimeter of this use case, no process was identified. As soon as the design will be 
more precisely defined, different processes could be added (an SMT server for example). 

 

Interactors/users: 
The data flow diagram contains two kinds of interactors/users: 
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1. The first one is the different services offered by external entities to the SMT 

application. In the figure above, only providers were identified: 

a. OpenStreetMap providing geolocation data. 

b. Wunderground providing weather data. 

c. E-miXer  providing different data regarding the city. 

d. Waze providing traffic jam information based on data contributed by a driver 

community. 

2. The second one is the end-user using the STAP app. In this case, the user is a 

human. 

Analysis 
In this section the main threats are listed, together with recommendations for dealing with 
these threats. This list was computed by the tool and, for each threat, a decision was made if 
the threat is applicable or not. In the following list, only applicable threats are mentioned. 
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ID Threat Category Description 
Threat type 

S T R I D E 

T001 Spoofing of 
Destination Data 
Store Mobile 
Device - STAP 
app 

Spoofing is when a process or 
entity is something other than 
its claimed identity. Examples 
include substituting a process, 
a file, website or a network 
address. 

Mobile Device - STAP app may be spoofed 
by an attacker, and this may lead to data 
being written to the attacker's target instead 
of Mobile Device - STAP app. Consider 
using a standard authentication mechanism 
to identify the destination data store. 

X 
 

    

T002 Lower Trusted 
Subject Updates 
Logs 

Repudiation threats involve an 
adversary denying that 
something happened. 

If you have trust levels, is anyone other 
outside the highest trust level allowed to 
log? Letting everyone write to your logs can 
lead to repudiation problems. Only allow 
trusted code to log. 

  X 
 

  

T003 Data Logs from 
an Unknown 
Source 

Repudiation threats involve an 
adversary denying that 
something happened. 

Do you accept logs from unknown or weakly 
authenticated users or systems? Identify 
and authenticate the source of the logs 
before accepting them. 

  X 
 

  

T004 Weak Access 
Control for a 
Resource 

Information disclosure happens 
when the information can be 
read by an unauthorized party. 

Improper data protection of Mobile Device - 
STAP app can allow an attacker to read 
information not intended for disclosure. 
Review authorization settings. 

 
 

 X   

T005 Spoofing of 
Source Data 
Store Navigation 
Device 

Spoofing is when a process or 
entity is something other than 
its claimed identity. Examples 
include substituting a process, 
a file, website or a network 
address. 

Mobile Device - STAP app may be spoofed 
by an attacker and this may lead to 
incorrect data delivered to SMT Services. 
Consider using a standard authentication 
mechanism to identify the source data 
store. 

X 
 

    

T006 SMT Services 
Potentially 
Denies Receiving 
Data 

Repudiation threats involve an 
adversary denying that 
something happened. 

SMT Services claims that it did not receive 
data from a process on the other side of the 
trust boundary. Consider using logging or 
auditing to record the source, time, and 
summary of the received data. 

  X  
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T007 Spoofing of 
Source Data 
Store Mobile 
Device - SMT 
app 

Spoofing is when a process or 
entity is something other than 
its claimed identity. Examples 
include substituting a process, 
a file, website or a network 
address. 

Mobile Device - STAP app may be spoofed 
by an attacker, and this may lead to 
incorrect data delivered to Human User. 
Consider using a standard authentication 
mechanism to identify the source data 
store. 

X    
 

 

T008 Weak Access 
Control for a 
Resource 

Information disclosure happens 
when the information can be 
read by an unauthorized party. 

Improper data protection of Mobile Device - 
STAP app can allow an attacker to read 
information not intended for disclosure. 
Review authorization settings. 

 
 

 X 
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7.2. Security requirements 
The threats identified previously are mapped to a set of detailed requirements in this chapter. 
Depending on the different threats, different security properties are requested. The following 
table presents the links between STRIDE threats and security properties we want. 
 

Threat Property we want  

Spoofing Authentication 

Tampering Integrity 

Repudiation Nonrepudiation 

Information disclosure Confidentiality 

Denial of service Availability 

Elevation of privilege Authorization 

 
Only the white cells need to be used in the context of SMT use case. Based on the 
requested properties, the following requirements are deduced. 
 

ID SEC-01 Priority MUST 

Source Security Analysis Version 1 

Verification D Ownership WP5, T5.2 

Description The User of STAP client shall be authenticated. 

Comment  

Rationale To avoid that anyone push false information in SMT APP Cloud 
application or that modify the STAP application and provide false 
information to the user. 

Assessment Verifying that an authentication is requested when using the STAP app.  
 

ID SEC-02 Priority MUST 

Source Security Analysis Version 1 

Verification D Ownership WP5, T5.2 

Description STAP Client shall be authenticated to access SMT Services. 

Comment  

Rationale To avoid that fake STAP Client applications provide data to SMT 
Services 

Assessment Verifying that only authenticated applications can reach the SMT 
Services 

 

ID SEC-03 Priority MUST 

Source Security Analysis Version 1 

Verification D Ownership WP5, T5.2 

Description The resources of STAP application shall be protected and only 
authorized users should have an access.   

Comment  

Rationale Without such mechanism, anyone having access to SMT APP 
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application could read confidential or private data.  

Assessment Verifying that only authorized users can reach the STAP app resources. 
 

ID SEC-04 Priority MUST 

Source Security Analysis Version 1 

Verification D Ownership WP5, T5.2, T5.3 

Description All exchanges with SMT Services shall be logged by STAP app. 

Comment  

Rationale In order to know what data are received by SMT Services, the 
information has to be logged. At system level, logs can be used by 
cyber-security functions to detect abnormal behaviours and to analyse 
potential attacks.    

Assessment Analysis of logs after a predefined scenario.  
 

ID SEC-05 Priority MUST 

Source Security Analysis Version 1 

Verification T Ownership WP5, T5.2 

Description Only authenticated actors shall be authorized to write logs through 
STAP app. 

Comment  

Rationale In order to have logs integrity and to avoid repudiation problems, only 
logs provided by authenticated and authorized actors (human user or 
Machine) can be written.    

Assessment Penetration test about logs.  
 

 
All these requirements will protect SMT APP application against the threats mentioned in 
7.1.2. The following table gives the traceability between the requirements and these threats. 
 

Req ID Threats 

SEC-01 T001, T007 

SEC-02 T005 

SEC-03 T004, T008 

SEC-04 T006 

SEC-05 T002, T003 

 

7.3. Best security practises 

The perimeter of this security analysis is focused on the STAP application. As SMT Services 
application will be based on the CHOReVOLUTION platform, its security analysis will be 
done in D6.1. 

STAP application will be a mobile application, and so it is important to know the generic 
vulnerabilities in order to take them into account during the development phase. The generic 
vulnerabilities are: 

OWASP Top 10 Mobile Risks, 

https://www.owasp.org/index.php/OWASP_Mobile_Security_Project#tab=Top_10_Mobile_Risks
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ENISA: top ten Smartphone Risks  

The best practices to be followed are respectively: 

OWASP Secure Mobile Development Guidelines 

Smartphone Secure Development Guidelines 

 

 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/top-ten-risks
https://www.owasp.org/index.php/OWASP_Mobile_Security_Project#tab=Secure_Mobile_Development
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-applications/smartphone-security-1/smartphone-secure-development-guidelines
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8. Conclusion 

This deliverable describes end user scenarios that will be realized by using the 
CHOReVOLUTION platform.  

An initial SOTA analysis about the most prominent enabling technologies is presented.  

Some of the main tourist needs are identified and detailed in different scenarios. 

Where available, public services are listed, otherwise a first list of new services to be 
implemented in the lifespan of the project is provided. 

Initial service choreographies are provided for the scenarios identified. 

Functional and non-functional requirements are derived from the service interactions 
depicted in the scenarios. 

A first analysis for security threats is performed. 

 

 


